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Abstract

On March 23, 2022, the SEC proposed that firms publicly disclose their cybersecurity incidents within four days of discovery. In
the U.S., state-level data breach disclosure laws require firms to disclose the occurrence of a data breach, with some mandating
disclosure within a deadline while others do not. Exploiting this state-level variation in disclosure deadlines, we find that, when
facing a deadline, firms disclose a data breach 90 percent faster but are 58 percent less likely to disclose breach details. Investors
respond negatively to delayed breach disclosures but are forgiving of a delay when it is used to gather more breach details. Our study
highlights the trade-offs of mandating a disclosure deadline for cybersecurity incidents.
© 2022 The Authors. Publishing services by Elsevier B.V. on behalf of KeAi Communications Co. Ltd. This is an open access article
under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
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1. Introduction

Cybersecurity risks “pose grave threats to investors [and] our capital markets” (ref. '; p.1), with firms facing a rapidly
evolving cybersecurity landscape.” Accordingly, 4,446 CEOs surveyed across 89 countries in 2021 view cyber risks as
the top threat to company growth (PwC 2022). Echoing the importance of cybersecurity, the U.S. Congress recently
passed the Strengthening American Cybersecurity Act of 2022, requiring critical infrastructure companies to provide
private disclosure of cybersecurity incidents to the Cybersecurity and Infrastructure Security Agency (CISA) within
72 hours. The U.S. Securities and Exchange Commission (SEC) has also emphasized policymaking related to
cybersecurity. For example, former SEC Chairman Jay Clayton noted that “it is important that investors are sufficiently
informed about the material cybersecurity risks affecting the companies in which they invest” (ref. *; p.8).
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In its latest round of policymaking and prompted by the need to better inform investors on firms’ cybersecurity risk
exposure, on March 23,2022, the SEC proposed a new rule that requires public firms to disclose material cybersecurity
incidents publicly within four business days of discovery through an 8-K filing.* In contrast, the SEC’s existing
guidance on cybersecurity disclosures only requires public companies to “provide timely and ongoing information” in
periodic filings such as the 10-K and 10-Q," without imposing any deadline for when firms must disclose material
cybersecurity incidents. In this study, we examine the potential trade-offs with mandating a disclosure deadline for
cybersecurity incidents, using the setting of state-level data breach disclosure laws. Given the increasing emphasis on
cybersecurity-related disclosures, understanding the trade-offs with requiring a disclosure deadline can offer insight
that may affect the direction of policymaking.

Two opposing arguments lead to competing predictions about the effect of a disclosure deadline on disclosure
outcomes. On the one hand, mandating a deadline could highlight the importance of disclosure and encourage more
timely disclosure of cybersecurity incidents (relative to allowing managers to decide on their own when to disclose).
Timeliness is the primary rationale behind the SEC’s proposal, noting that “existing reporting may not be sufficiently
timely” and that the proposal will result in “[more] timely and relevant disclosure to investors and other market par-
ticipants” (ref. *; p.20, p.21). On the other hand, a disclosure deadline may lead to less timely disclosures because firms
may delay disclosures by using the deadline under the law as a safe harbor. This argument stems from the notion that
managers may gravitate to and manage around bright-line thresholds (e.g., ref. ’). For example, a firm that is capable of
disclosing a data breach within 30 days may end up taking the whole 60-day period allowed under the law.

Relatedly, firms face a trade-off between the timeliness and quality of the disclosure of cybersecurity incidents. It
takes time to fully understand cybersecurity incidents: what happened, how it happened, who was impacted, and how to
remediate. This process is complicated and time consuming. Explicitly requiring firms to disclose a cybersecurity
incident within a certain timeline may limit their ability to properly investigate and respond to the incident.”’ Even if a
deadline leads to faster disclosures, firms may have to sacrifice the quality of the disclosures given a lack of time to
gather full or reliable information, especially if the information could have legal implications. Anecdotally, in an
unstructured interview, a national law firm partner with specialization and extensive experience in cybersecurity laws
noted to us that firms often face this timeliness and quality trade-off because sufficient time is necessary to fully
investigate cybersecurity incidents.

We empirically test these arguments in a generalized difference-in-differences research design that utilizes variations
among state-level data breach disclosure laws. Data breach disclosure laws are U.S. state-level consumer protection
disclosure mandates that dictate firms must disclose the occurrence of a data breach to people whose personal infor-
mation is leaked in a breach.® While these laws mandate private disclosure to data breach victims to help protect them
from identity theft, the laws result in de facto public disclosures because news about a breach is difficult to contain once
it is disclosed to thousands (potentially, millions) of people.’ All states in the U.S. have passed a data breach disclosure
law over the past two decades, and the laws are similar because they all require disclosure to data breach victims.
However, some state laws mandate that firms disclose the occurrence of a data breach within a deadline — similar to the
rule currently proposed by the SEC — while others have no such deadline. Importantly, these state-level mandates were
implemented in a staggered manner at different times, allowing us to exploit this staggered variation at the state level to
study the timeliness and information content effects of mandated disclosure deadlines.

Using a sample of data breach incidents that occurred between 2010 and 2020, we document two main findings.
First, we find that treatment firms (ones that are mandated by a state law to disclose the occurrence of a data breach by an
explicit deadline) report the occurrence of a breach 89.82 percent faster than control firms. This result is consistent with
the SEC’s motivation for imposing a mandatory disclosure deadline” and is inconsistent with literature that suggests
bright-line thresholds allow firms to manage around them (e.g., ref.”)." Second, we find that treatment firms are 57.71
percent less likely to disclose details about the breach compared to control firms. This result suggests that there is a
trade-off between disclosure timeliness and disclosure quality, highlighting a possible unintended consequence of
mandating a deadline for cybersecurity incident disclosures.

We conduct two sensitivity analyses to ensure the robustness of our inferences. First, we rerun our main analysis in a
‘stacked regression’ design to mitigate the concern regarding potentially biased coefficients in generalized difference-

! Descriptively, very few firms in our sample disclose the occurrence of a data breach within four days of discovery, suggesting that, while having
a disclosure deadline may result in faster disclosures, the SEC (2022)’s (ref. *) four-day threshold may not be feasible or, alternatively, may require
firms to invest significant resources to meet the new deadline.
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in-differences regression analyses.'’ Second, we rerun our main analysis in a ‘dynamic’ generalized difference-in-
differences model to mitigate concerns regarding violation of the parallel trends assumption. Our inferences
continue to hold.

Although our main analyses suggest that there is a timeliness and information content trade-off with having a
disclosure deadline, investors may still benefit from a disclosure deadline if they value timeliness more than information
content. To test this notion, our additional analysis examines the abnormal returns around the disclosure date of a data
breach. We find that firms that delay a data breach disclosure incur stronger negative market reactions. However,
investors are more forgiving of a delay if firms provide breach details in the disclosure, suggesting that investors are
willing to tolerate a disclosure delay if the delay is (or, appears to be) driven by the need to gather more information
about the breach. Interestingly, we find that investors respond negatively to disclosures that contain breach details but
are released rapidly after data breach discovery, implying that investors seem concerned about inaccurate or misleading
information when firms do not take time to verify the details before disclosing a data breach.

Our study makes several important contributions to the literature. First, we provide evidence regarding the trade-off
between timeliness and quality when mandating a disclosure deadline for cybersecurity incidents, such as data
breaches. Our evidence should be informative to the SEC in finalizing their current proposal that mandates a disclosure
deadline for material cybersecurity incidents within four business days of discovery.” The SEC specifically notes its
inability “to quantify the potential benefit to investors and other market participants... under the proposed amend-
ments” (ref. *, p. 68). Our empirical evidence sheds light on the potential magnitude of increased timeliness using data
breach disclosures under state-level laws that vary by the presence of a disclosure deadline. Specifically, our findings
suggest the SEC may consider utilizing a two-step disclosure regime, wherein firms are required to make rapid skeleton
disclosure of the occurrence of a data breach and must follow up with a more detailed disclosure within a more generous
deadline.

We also contribute to the nascent literature on the effects of data breach disclosure laws.” provide evidence that
identity theft decreases in the U.S. after individual states pass data breach disclosure laws, consistent with the primary
intention of these laws.” study the ex-ante effects of data breach disclosure laws and document a reduced cost of equity.
We build upon this literature by expanding our understanding of the specific characteristics (i.e., timeliness and quality)
of ex-post disclosures that firms provide after a data breach.

Finally, our study adds to the literature that examines data breaches specifically and cybersecurity incidents in
general. Cybersecurity incidents are a growing economy-wide risk. Firms, shareholders, and regulators are all interested
in managing this risk'' (PwC 2022). While there is some debate about whether data breaches materially impact firms
(e.g., refs.'>"?), a stream of studies find data breaches to be costly for firms (e.g.,'"'”). We extend this literature by
providing a unique insight because our evidence suggests that both the timeliness and quality of a data breach disclosure
can impact investors’ responses.

2. Research design, sample selection, and data
2.1. Research design

To test our research question on the timeliness and quality of data breach disclosures, we estimate the following
ordinary least squares model:

DAYS_TO_DISCLOSE; or BREACH_DETAILS, = BIDISCLOSURE_DEADLINEj + ZfinControls Variables
+ Fixed Effects (Statey, Industry, Year,)+e;

)

where j indexes data breach incident, i indexes firm, k indexes state, d indexes industry, and ¢ indexes year. Our
dependent variables are DAYS_TO_DISCLOSE and BREACH_DETAILS. DAYS_TO_DISCLOSE is calculated as the
natural log of one plus the number of days between firm i’s data breach incident j’s discovery date and disclosure date.
BREACH_DETAILS equals one if firm i’s disclosure about data breach incident j contains details about how the breach
happened and what information was leaked, and zero otherwise. Our main variable, DISCLOSURE_DEADLINE,
equals one if firm i’s home state k has signed into law a disclosure deadline (i.e., the treatment) on or before the
discovery date of data breach incident j, and zero otherwise.
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Table 1

Chronology of states mandating a disclosure deadline of data breach incidents.

Treatment State Deadline (Days) Treatment Date
Alabama 45 3/28/2018
Arizona 45 4/11/2018
Colorado 30 5/29/2018
Connecticut 90 6/11/2015
Delaware 60 8/17/2017
Florida 45 6/20/2005
Florida 30 6/20/2014
Maine 7 5/19/2009
Maine 30 6/28/2019
Maryland 45 5/412017
New Mexico 45 4/6/2017
Ohio 45 12/29/2006
Oregon 45 6/10/2015
Rhode Island 45 6/26/2015
South Dakota 60 3/21/2018
Tennessee 45 4/4/2017
Texas 60 6/14/2019
Vermont 45 5/8/2012
Washington 45 4/23/2015
Washington 30 5/7/2019
Wisconsin 45 3/16/2006

Data breach disclosure laws are crafted from the viewpoint of the state resident whose information is leaked rather
than the home state of the breached firm. In other words, firms are exposed to the laws based on the states where they
have operations, not just their home state. Due to data limitations, we cannot observe firms’ state-by-state operations.
Thus, we follow prior literature”'”*'® and assign our main variable to firms based on home state because the average
firm will tend to have a significant, if not largest, customer and employee base in their home state (e.g., ref.'’).
Therefore, firms should conceptually respond to a disclosure deadline mandate passed in their home state. However, to
the extent that firms may have exposure outside their home state and respond to other states’ disclosure deadline
mandates prior to their home state passing such a mandate, our measured response will capture the lower bound of the
total effect of these mandates, because the impact on our dependent variables should be weaker if a firm started
responding to the mandates prior to the firm’s home state passing its own mandate. Put another way, the noise in our
treatment variable likely biases findings towards zero, not away from zero. Main results remain consistent if we drop
retail firms (untabulated).

Table 1 lists the treatment states and associated treatment dates, which suggests that revisions to data breach
disclosure laws (which were generally passed in their initial forms prior to 2010) tend to include a disclosure deadline.”
For the analysis of disclosure timeliness, a negative coefficient on DISCLOSURE_DEADLINE suggests that firms
disclose more quickly when mandated to disclose within a deadline; a positive coefficient would suggest the opposite.
For the analysis of disclosure quality, a negative coefficient on DISCLOSURE_DEADLINE suggests that firms disclose
fewer details when mandated to disclose under a deadline; a positive coefficient suggests the opposite.

We include state and year fixed effects in our model and, because our treatment is the passing of a state-level law, 1
can be interpreted as a coefficient from a generalized difference-in-differences model.”” State fixed effects also help
mitigate the concern that firms self-select into the state they want to be headquartered in. We also include industry fixed
effects to account for between-industry time-invariant heterogeneity. We do not include firm fixed effects in our an-
alyses because our unit of analysis is data breach incidents, and our sample is not panel data — most of the firms are in
our sample only once. We cluster the robust standard errors by state because our treatment is at the state level.”

The control variables in our model are based on prior literature. Following Amir et al.”* and Kamiya et al.'”, we
control for firm characteristics including SIZE, FIRM_AGE, TOBINS_Q, ROA, SALESGROWTH, STOCK_RETURN,

2 California has a limited-scope disclosure deadline for healthcare information. However, all healthcare breaches are already covered by HIPAA,
which introduced a disclosure deadline in 2009.'%%! Thus, there is no between-state variation, and we include industry fixed effects in all analyses.
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LEVERAGE, RET _VOLATILITY, INST_OWNERSHIP, R&D, CAPEX, INTANGIBLE, FORTUNE500, SOX404_-
AUDIT, MATERIAL_WEAKNESS, and ANALYST_FOLLOWING. To ensure that our treatment effect is orthogonal to
litigation risk, we also control for LIT_RISK using the measure developed by Huang et al.”> All of these firm-year
variables are calculated using the most recent firm-year data prior to the discovery date of the data breach incident j.
Appendix A provides detailed variable definitions We do not include number of records breached as a control variable
in our analyses due to lack of data availability: the majority of observations in our sample are missing data on number of
breached records.

2.2. Sample and data

Table 2, Panel A presents our sample selection. We utilize Audit Analytics’ cybersecurity dataset that collects data
from “SEC filings, state documents, and the press.”>’ We begin with 804 data breach incidents disclosed between 2010
and 2020. We eliminate 109 incidents related to foreign firms and 370 incidents without sufficient data to calculate our
dependent variables. Our initial sample includes 325 data breach incidents. Fig. 1 breaks down this sample by state
(where the ‘other’ group is all the states with fewer than five incidents). To construct the sample for our regression

Table 2
Sample selection and descriptive statistics.

Panel A: Sample Selection

Initial sample

Data breach observations from 2010 to 2020 (Audit Analytics) 804
Less: Observations of US-listed foreign firms (Audit Analytics) (109)
Less: Observations with missing data to calculate dependent variables (Audit Analytics) (370)
Initial sample of data breach observations 325
Final sample

Initial sample of data breach observations 325
Less: Observations with missing data for control variables (Compustat; CRSP; Thomson Reuters) (60)
Less: Singleton observations”® 25)
Final sample of data breach observations 240

Panel B: Descriptive statistics

Variable N Mean Std. dev. 25% Median 75%
Test Variable
DISCLOSURE_DEADLINE (binary) 325 0.26 0.44 0.00 0.00 1.00
Dependent Variables
DAYS_TO_DISCLOSE (unlogged) 325 52.37 64.12 14.00 31.00 64.00
BREACH_DETAILS (binary) 325 0.76 0.43 1.00 1.00 1.00
Control Variables
SIZE (logged) 301 8.49 2.11 7.22 8.44 9.81
FIRM_AGE (logged) 316 3.06 0.76 2.48 3.18 3.58
TOBINS_Q 279 2.20 1.84 1.12 1.53 2.44
ROA 317 0.01 0.13 0.00 0.03 0.07
SALESGROWTH 310 0.10 0.21 —0.01 0.06 0.16
STOCK_RETURN 294 0.01 0.43 —0.22 —0.02 0.17
LEVERAGE 313 0.27 0.21 0.10 0.24 0.40
RET_VOLATILITY 294 0.02 0.01 0.01 0.02 0.03
INST_OWNERSHIP 316 0.70 0.31 0.53 0.79 091
R&D 317 0.03 0.06 0.00 0.00 0.03
CAPEX 317 0.03 0.03 0.01 0.03 0.05
INTANGIBLE 317 0.27 0.23 0.06 0.22 0.42
FORTUNE3S00 (binary) 317 0.78 0.41 1.00 1.00 1.00
SOX404_AUDIT 317 0.89 0.31 1.00 1.00 1.00
MATERIAL_WEAKNESS 317 0.04 0.21 0.00 0.00 0.00
ANALYST_FOLLOWING 317 12.12 10.28 3.00 10.00 19.00
LIT_RISK 325 0.45 0.21 0.28 0.47 0.67

Panel A presents sample selection and Panel B reports the descriptive statistics. DAYS_TO_DISCLOSE is logged in subsequent analyses. Continuous
variables are winsorized at the 1st and 99th percentiles. All variables are defined in Appendix A.

206



M. Ashraf, J.(X). Jiang and 1.Y. Wang The Journal of Finance and Data Science 8 (2022) 202-213

Observations With Disclosure Deadline Observations Without Disclosure Deadline

PENNSYLVA | VIRGINIA, 12

ARIZONA, 8 NIA, 11 Other, 31

Other, 17

WASHINGT FLORIDA, NEW;éORK’
ON, 7 25
— CALIF509RNIA,
JERSEY, 9
~—_
\ ”‘"J NEVADA, 7 /
TEXAS, 25 \

\‘w MARYLAND, 10 MASSACHUSET

15,13
TENNESSEE OHIO, 8 GEORGIA,
14 KENTUCKY, 7 ILLINOIS, 15 1

Fig. 1. Distribution of observations across states.

analyses, we lose 60 observations due to missing data for the control variables and another 25 singleton observations.”®
Our final sample consists of 240 data breach incidents.

3. Results
3.1. Descriptive statistics

Panel B of Table 2 reports the descriptive statistics. Twenty-six percent of our sample observations are under a
disclosure deadline mandated by a state-level data breach disclosure law. The average firm in our sample takes roughly
52 days to disclose a data breach after its discovery. Finally, 76 percent of the data breach disclosures in our sample
include details about how the breach happened and what information was leaked.

3.2. Empirical analyses

Columns 1 and 2 of Table 3 present the regression results for the analysis of disclosure timeliness, DAY-
S_TO_DISCLOSE. Across both columns, the coefficient on DISCLOSURE_DEADLINE is negative and significant
(p £0.01). The results reported in Column 2 suggest that firms under a disclosure deadline mandate tend to disclose the
occurrence of a breach 89.82 percent faster than the control group. Columns 3 and 4 of Table 3 report the results for our
analysis of disclosure quality, BREACH_DETAILS. Again, the coefficient on DISCLOSURE_DEADLINE is negative
and significant (p < 0.01). The results reported in Column 4 indicate that treatment firms are 57.71 percent less likely to
include breach details in their disclosure (relative to the sample mean). Taken together, these analyses provide evidence
of a trade-off between disclosure timeliness and disclosure quality when firms must disclose a breach by a certain
deadline mandated by a state law.

Next, we conduct two sets of sensitivity analyses to address concerns raised by the literature about difference-in-
differences research designs. First, Goodman-Bacon'’ argues that, in generalized difference-in-differences models,
early-treated observations serve as controls for later-treated observations and the observed coefficient estimate of the
treatment variable may be biased when treatment effects are not homogenous across treatment events. To overcome this
issue™, and Barrios™ recommend a stacked regression research design. Consequently, we create individual event-
cohort datasets for each of the treatment cohorts in our dataset, where a treatment cohort includes all the states that
signed into law a disclosure deadline mandate for data breaches in the same year. In each event-cohort dataset, we retain
observations in states that are treated for that cohort and observations that are never treated during our sample period;
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Table 3
Regression analyses of disclosure timeliness and information content.

Dependent variable: DAYS_TO_DISCLOSE Dependent variable: BREACH_DETAILS
Independent variables No control variables Full model No control variables Full model

1) (2) (3) 4)
Test variable:
DISCLOSURE_DEADLINE  —0.6201 ke —0.8982 ek —0.2888 ek —0.4386 ke
[t-stat] (p-value) [-3.01] (<0.01) [-2.97] (<0.01) [-3.26] (<0.01) [-3.93] (<0.01)
Control variables:
SIZE —-0.2229 * 0.0251
FIRM_AGE —0.1871 —0.0099
TOBINS_Q —0.0562 —0.0232
ROA —0.1963 0.0773
SALESGROWTH 0.1647 0.1691
STOCK_RETURN 0.2150 0.1202 wk
LEVERAGE —0.5390 —0.0690
RET_VOLATILITY —4.7492 —4.7587
INST_OWNERSHIP —0.2792 —0.0563
R&D —0.3178 0.6780
CAPEX 0.9649 1.5699
INTANGIBLE 0.7079 0.0279
FORTUNES00 0.4338 0.1006
SOX404_AUDIT 0.5688 0.0708
MATERIAL_WEAKNESS —0.2010 —0.1351
ANALYST_FOLLOWING 0.0008 —0.0125 ook
LIT_RISK 6.3014 Hokk —0.1999
State fixed effects YES YES YES YES
Industry fixed effects YES YES YES YES
Year fixed effects YES YES YES YES
N 325 240 325 240
Adjusted R-squared 6.45% 16.35% 14.28% 8.67%

This table presents the analysis of the effect of state-level mandated deadlines to disclose the occurrence of a data breach on (i) the number of days
between the date a firm discovers a data breach and the date the firm discloses the occurrence of the breach (DAYS_TO_DISCLOSE) and (ii) whether a
firm includes details about the data breach in its disclosure (BREACH_DETAILS). All variables are defined in Appendix A. All models are ordinary
least squares regressions with robust standard errors clustered by state. ***, ** and * indicate significance at the 0.01, 0.05, and 0.10 levels,
respectively, using two-tailed tests.

we exclude observations that are either treated before or after the treatment year of the particular cohort. We then
combine all the event-cohort datasets into one dataset and rerun our main analysis, ensuring to fully saturate the
model with indicators for each event-cohort.”**’ Panel A of Table 4 present the results of this analysis.” Our inferences
remain the same (p < 0.05 or lower).

Second, inferences from a difference-in-differences model are contingent on a valid parallel trends assumption. We
address this concern by following prior literature (e.g.,””") and rerunning our main analyses in a dynamic difference-
in-differences model. We replace the DISCLOSURE_DEADLINE variable with indicators for the year before (DIS-
CLOSURE_DEADLINE t-1), the year of (DISCLOSURE_DEADLINE ), and the year after the passage of disclosure
deadline in firm i's home state (DISCLOSURE_DEADLINE t+1), along with a catchall indicator for all the years after
that (DISCLOSURE_DEADLINE t+2...n). We present this analysis with DISCLOSURE_DFEADLINE t-1 in the same
regression as our main variable DISCLOSURE_DEADLINE and with all DISCLOSURE_DEADLINE t-1, DIS-
CLOSURE_DEADLINE t, DISCLOSURE_DFEADLINE t+1, and DISCLOSURE_DFEADLINE t+2...n in the same
regression. An insignificant coefficient for the year +—1 indicator would suggest that the parallel trends assumption is
reasonable in our setting, which is what we find (p = 0.36 or higher) (see Panel B of Table 4)."

3 The number of observations in Panel A of Table A exceeds the number of observations in Table 2 because some observations are repeated across
event-cohort datasets. However, fully saturating the model with event-cohort indicators ensures t-stats are not artificially inflated.

4 The coefficient on DISCLOSURE_DEADLINE t+1 is negative but insignificant in Column 2. This is likely due to low power that results from
separating our treatment variable into multiple separate treatment variables, especially given our small sample size.
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Table 4
Sensitivity analyses.

Panel A: Stacked regression analysis
Independent variables Dependent variable: DAYS_TO_DISCLOSE Dependent variable: BREACH_DETAILS
1) (2)

Test variable:

DISCLOSURE_DEADLINE —0.8782 ek —0.3852 ek
[t-stat] (p-value) [-2.53] (0.013) [-3.47] (<0.01)
Control Variables YES YES

State Fixed Effects YES YES

Industry Fixed Effects YES YES

Year Fixed Effects YES YES

N 842 842

Adjusted R-squared 14.76% 12.43%

Panel B: Dynamic Difference-in-Differences Analysis
Independent variables Dependent variable: DAYS_TO_DISCLOSE Dependent variable: BREACH_DETAILS
1) ) 3) 4)

Test variables:

DISCLOSURE_DEADLINE t-1 0.1152 0.1226 —0.1295 —0.1401

[t-stat] (p-value) [0.37] (0.714) [0.39] (0.701) [-0.88] (0.385) [-0.94] (0.356)
DISCLOSURE_DEADLINE —0.8665 ok —0.4743 ek

[t-stat] (p-value) [-2.71] (0.012) [-3.51] (<0.01)
DISCLOSURE_DEADLINE t —0.9246 ok —0.3820 *
[t-stat] (p-value) [-2.72] (0.012) [-1.90] (0.068)
DISCLOSURE_DEADLINE t+1 —0.6720 —-0.5920 Hokx
[t-stat] (p-value) [-1.12] (0.275) [-3.73] (<0.01)
DISCLOSURE_DEADLINE t+2...n —0.9596 * —0.5243 o
[t-stat] (p-value) [-1.93] (0.065) [-2.36] (0.026)
Control variables YES YES YES YES

State fixed effects YES YES YES YES

Industry fixed effects YES YES YES YES

Year fixed effects YES YES YES YES

N 240 240 240 240

Adjusted R-squared 15.81% 14.85% 8.21% 7.39%

This table presents sensitivity analyses. In Panel A, we rerun our main analyses in a stacked regression framework. In Panel B, we rerun our main
analyses in a dynamic difference-in-differences framework. All variables are defined in Appendix A. In Panel A, the model is fully saturated with
indicators for each event cohort. Control variables are included in all regressions but suppressed for parsimony. All models are an ordinary least
squares regression with robust standard errors clustered by state. ***, ** and * indicate significance at the 0.01, 0.05, and 0.10 levels, respectively,
using two-tailed tests.

Finally, we examine how investors perceive the timeliness and quality of data breach disclosures. We study the
effect of DAYS TO_DISCLOSE, BREACH_DETAILS, and the interaction of the two on abnormal returns around
breach disclosure dates.'>>* The dependent variable in this analysis, BREACH_CAR, is breached firm i's abnormal
returns cumulated over the 3-day window [0,2] for the data breach incident j (where day O is the date of breach
disclosure). Table 3 reports the results of this analysis.

In both columns of Table 5, the coefficients on both DAYS TO_DISCLOSE and BREACH_DETAILS are negative
and significant (p < 0.05 and p < 0.01, respectively), the coefficient on the interaction term is positive and significant
(p < 0.05), and the ‘total effect’ of DAYS_TO_DISCLOSE + DAYS_TO_DISCLOSE*BREACH_DETAILS is insig-
nificant. These results generate three inferences. First, investors penalize firms that delay the data breach disclosure.
Second, investors appear forgiving of a delayed disclosure when that delay is presumably due to gathering and
reporting more breach details, which may include positive information about the breach that was gathered during the
delay. Third, investors react negatively when firms disclose breach details foo quickly after the discovery, indicating
that investors discount the quality of disclosed details when firms rush to provide disclosure.
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Table 5
Abnormal returns around data breach disclosure conditional on timeliness and information content.

Dependent variable: BREACH_CAR

Independent variables No control variables Full model

(1) 2)

Test Variables:

DAYS_TO_DISCLOSE —0.0087 ek —0.0087 ik
[t-stat] (p-value) [-2.48] (0.018) [-2.57] (0.017)
BREACH_DETAILS —0.0414 Hokk —0.0404 Ak
[t-stat] (p-value) [-2.79] (<0.01) [-3.00] (<0.01)
DAYS_TO_DISCLOSE*BREACH_DETAILS 0.0088 wk 0.0083 ik
[t-stat] (p-value) [2.48] (0.017) [2.67] (0.013)
Control Variables:
SIZE —-0.0014
FIRM_AGE 0.0000
TOBINS_Q 0.0027
ROA —0.0572
SALESGROWTH —0.0140
STOCK_RETURN 0.0026
LEVERAGE 0.0029
RET_VOLATILITY 0.4681
INST_OWNERSHIP 0.0138
R&D —0.0051
CAPEX 0.0689
INTANGIBLE —-0.0174
FORTUNES00 0.0037
SOX404_AUDIT 0.0571 Hkx
MATERIAL_WEAKNESS —0.0124
ANALYST_FOLLOWING 0.0004
LIT_RISK —0.0241
State Fixed Effects YES YES
Industry Fixed Effects YES YES
Year fixed effects YES YES
N 293 239
Adjusted R-squared 2.35% 7.62%
DAYS_TO_DISCLOSE + DAYS_TO_DISCLOSE*BREACH_DETAILS = 0 0.0001 —-0.0004
[t-stat] (p-value) [0.00] (0.984) [0.17] (0.865)

This table presents the analysis of the effect of the number of days it takes for a firm to disclose a data breach after discovery (DAYS_TO_DISCLOSE)
and whether a firm includes details about the data breach in its data breach disclosure (BREACH_DETAILS) on abnormal returns for the firm around
the data breach disclosure date. All variables are defined in Appendix A. Both models are an ordinary least squares regression with robust standard
errors clustered by state. ¥**, ** and * indicate significance at the 0.01, 0.05, and 0.10 levels, respectively, using two-tailed tests.

4. Conclusion

In this study, we analyze the potential trade-offs with imposing a deadline for cybersecurity incident disclosures. Our
research question is motivated by the growing importance of cybersecurity risk and, particularly, the SEC’s recent
proposal that requires firms to report material cybersecurity incidents within four business days of discovery.” Using a
generalized difference-in-differences research design that exploits variations in state-level data breach disclosure laws,
we find that firms under a mandated disclosure deadline (i) disclose the occurrence of a breach more quickly but (ii)
report fewer details. We further find that investors penalize firms that delay breach disclosure but are more forgiving if
that delay is used to obtain and report more breach details. We also find that investors appear to discount the disclosures
that contain breach details but are disclosed too quickly after a data breach. 7

Overall, our study contributes to the literature that examines data breach disclosure laws (e.g.,”) and the literature on
data breaches and cybersecurity incidents in general (e.g.,'”). Most importantly, the immediate impact of our empirical
evidence is that it has implications for the SEC’s recently proposed disclosure rule on cybersecurity incidents.” While
the SEC notes that they do not possess empirical evidence on the effects of this kind of mandate that imposes a short
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deadline for cyber incident disclosure, our study offers indirect evidence using the setting of state laws on data breach
disclosures — when timeliness is prioritized, disclosure quality may be inevitably compromised.
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APPENDIX A

Variable Definitions

Variable

Definition [Data Source]

DISCLOSURE_DEADLINE
DAYS_TO_DISCLOSE
BREACH_DETAILS
BREACH_CAR

SIZE

FIRM_AGE

TOBINS_Q

ROA

SALESGROWTH

STOCK_RETURN
LEVERAGE
LIT_RISK
RET_VOLATILITY
INST_OWNERSHIP
R&D

CAPEX

INTANGIBLE

One if firm 7's home state k has signed into law a disclosure deadline on or before the discovery date of data
breach incident j (zero otherwise) [Hand-collected by cross—referencing’%"B; and the texts of the laws]

The natural log of one plus the number of days between firm i’s data breach incident j’s discovery date and
firm i’s disclosure date of data breach incident j [Audit Analytics]

One if the disclosure of firm i’s data breach incident j includes details about how the attack happened and
what was leaked in the breach (zero otherwise) [Audit Analytics]

Firm #’s raw return on day ¢ minus CRSP value-weighted market return on day ¢, cumulated over the [0,2]
window, where day O is the disclosure date of data breach incident j [Audit Analytics; CRSP]

The natural log of firm i’s market capitalization as of the most recent fiscal year end prior to the data breach
incident j [Compustat]

The natural log of one plus the age of firm i, calculated for firm i in the most recently ended firm-year prior to
firm i's data breach incident j [Compustat]

[(total assets + market capitalization) — (book value of equity + deferred taxes)]/total assets, where all terms
are calculated for firm 7 in the most recently ended firm-year prior to firm i’s data breach incident j
[Compustat]

Firm #’s net income scaled by firm i’s total assets, where all terms are calculated for Firm i in the most recently
ended firm-year prior to firm i's data breach incident j [Compustat]

Firm 7’s sales in year f minus firm i’s sales in year #-1, all scaled by firm i’s sales in year #-1, where all terms
are calculated for firm 7 in the most recently ended firm-year prior to firm i’s data breach incident j
[Compustat]

Firm i’s buy-and-hold abnormal return over year ¢, calculated for firm i in the most recently ended firm-year
prior to firm i's data breach incident j [Compustat]

Firm #’s long-term debt scaled by firm i’s total assets, where all terms are calculated for firm i in the most
recently ended firm-year prior to firm i’s data breach incident j [Compustat]

Firm /’s litigation risk in year ¢, calculated for firm i in the most recently ended firm-year prior to firm i’s data
breach incident j.*> We thank Allen Huang for sharing the data for this measure.

The standard deviation of firm i’s raw return over year ¢, calculated for firm i in the most recently ended firm-
year prior to firm i’s data breach incident j [Compustat]

The percent of firm i owned by institutional investors, calculated for firm i in the most recently ended firm-
year prior to firm i's data breach incident j [Thomson Reuters]

Firm #’s research & development expenditures scaled by firm i’s total assets, where all terms are calculated for
firm 7 in the most recently ended firm-year prior to firm i’s data breach incident j [Compustat]

Firm #’s capital expenditures scaled by firm i’s total assets, where all terms are calculated for firm 7 in the most
recently ended firm-year prior to firm i's data breach incident j [Compustat]

Firm i’s intangible assets scaled by firm i’s total assets, where all terms are calculated for firm i in the most
recently ended firm-year prior to firm i’s data breach incident j [Compustat]

(continued on next page)
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(continued)

Variable Definition [Data Source]

FORTUNES00 = One if firm i is a Fortune 500 company in year ¢, calculated for firm 7 in the most recently ended firm-year
prior to firm i's data breach incident j [Compustat]

SOX404_AUDIT = One if firm i receives an audit for SOX 404 internal controls in year #, calculated for Firm i in the most
recently ended firm-year prior to firm i’s data breach incident j [Audit Analytics]

MATERIAL_WEAKNESS = One if firm i’s external audit report for year ¢ indicates a weakness in SOX 404 internal controls, calculated for

ANALYST_FOLLOWING

firm i in the most recently ended firm-year prior to firm i’s data breach incident j [Audit Analytics]
The number of analysts following firm i in year ¢, calculated for firm i in the most recently ended firm-year
prior to firm i’s data breach incident j; this variable is set to zero for firms without analyst following [IBES]
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